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Abstract—As a core protocol for integrating large language
models (LLMs) with external data sources and tools, the
Model Context Protocol (MCP) has quickly become a key
interface in emerging AI agent systems. As the MCP ecosystem
expands, reported vulnerabilities have also increased, creating
a growing software-security attack surface. However, MCP
vulnerability information remains scattered, noisy, and difficult
to study systematically. This paper addresses that gap by
constructing a curated MCP vulnerability dataset from CVE
disclosures. Starting from 119 MCP-related records retrieved
through February 2026, we filter unrelated cases out and
obtain a validated snapshot of 24 MCP vulnerabilities. Our
filtering methodology explicitly addresses acronym ambigu-
ity and achieves 96.7% inter-rater agreement on a sampled
exclusion audit while retaining all known high-severity MCP
cases identified in public advisories. Using this initial dataset
snapshot, we find that 87.5% of validated vulnerabilities are
Critical or High severity, and that injection and path traver-
sal vulnerabilities account for 66.7% of cases. We further
identify recurring issues involving insufficient input validation,
inadequate access control, and protocol-level security gaps.
Through six representative case studies, we illustrate common
exploitation patterns and map them to practical defenses. We
release the dataset, reproducibility tooling, and a sustainable
maintenance workflow as a foundation for future MCP security
measurement, benchmarking, and defense research.

Index Terms—Model Context Protocol (MCP), CVE Vulnera-
bility Dataset, AI Agent Security

1. Introduction

The Model Context Protocol (MCP) has become a fun-
damental component of modern AI agent systems [1]. MCP
provides a standardized way for large language models
(LLMs) to interact with external resources such as file
systems, databases, and APIs. As a result, an MCP-centric
AI tool ecosystem has emerged, including AI-powered pro-
gramming assistants (e.g., Claude [2], Cursor [3]), intelli-
gent agents [4], and enterprise AI systems [5]. However,
this growing ecosystem also introduces security concerns.
Vulnerabilities in MCP implementations can lead to unau-
thorized data access, remote code execution, and system

compromise [6]. Despite the growing MCP attack surface,
the research community faces a fundamental challenge: the
lack of high-quality, curated datasets for systematic security
analysis. This gap prevents researchers from understanding
vulnerability patterns, developing detection tools, and im-
plementing effective defenses.

Systematic MCP security datasets are scarce for a few
reasons. MCP was first released in December 2024 [1].
In this short timeframe, the community has been primarily
focused on exploring the capabilities and use cases of MCP,
rather than its security implications. While news articles and
technical reports [7], [8] have occasionally highlighted at-
tacks that exploit MCP to compromise LLM-based applica-
tions, existing discussions predominantly center on AI-level
risks, such as prompt injection and malicious tool orchestra-
tion, rather than the underlying software-level vulnerabilities
in MCP implementations themselves. As a result, no curated
MCP vulnerability dataset currently exists.

We observe that MCP-related CVEs have been accumu-
lating over recent months, and we take this as an opportunity
to conduct a systematic study. We collect and analyze these
CVEs to build a curated MCP vulnerability dataset. Given
that the acronym "MCP" is shared across unrelated domains
such as chip interconnects and Linux kernel drivers, we
apply a filtering process to verify that each entry is genuinely
related to MCP in the AI context. The resulting release cap-
tures a frozen snapshot of 24 validated MCP vulnerabilities
disclosed through February 2026.

We then analyze the collected CVEs and conduct case
studies on representative examples. Within this initial snap-
shot, 87.5% of validated vulnerabilities are rated Critical or
High. The most common vulnerability types are command
injection, remote code execution, and path traversal, which
together account for the majority of cases. These obser-
vations indicate that current MCP implementations often
fail at input validation, access control, or both. Through
case studies of six high-severity vulnerabilities, we further
examine their exploitation paths and identify recurring attack
patterns, including insufficient sanitization of tool arguments
and overly permissive server configurations. Rather than
claiming a comprehensive benchmark, we use these find-
ings to motivate targeted defense recommendations and to
show how the dataset can support future automated security
auditing research.
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We make the following contributions:

• We construct a curated MCP CVE dataset containing
24 validated vulnerabilities and release the frozen
February 2026 snapshot together with validation,
normalization, enrichment, and drift-audit tooling.

• We conduct an empirical analysis of the current
MCP disclosure snapshot across severity levels, vul-
nerability types, affected components, and temporal
patterns, providing initial evidence about recurring
security issues and likely root causes.

• We perform in-depth case studies of six represen-
tative high-severity vulnerabilities, identifying com-
mon exploitation patterns and providing actionable
defense recommendations.

2. Related Work

2.1. Security Datasets for Software Vulnerabilities

Software security datasets are crucial for enabling data-
driven security research, including vulnerability detection,
risk assessment, and defense strategy development.

Projects such as CVEfixes [9] and VulDeePecker [10]
extract vulnerability information from CVE databases and
link them to source code repositories. These datasets have
facilitated research on vulnerability patterns and automated
detection. However, these datasets often suffer from three
key limitations: (1) high noise levels due to incomplete
or inconsistent CVE records, (2) low reusability caused by
domain-specific formats and limited documentation, and (3)
poor sustainability resulting from lack of regular updates as
new vulnerabilities emerge.

Researchers have constructed specialized datasets for
specific domains, such as web application vulnerabili-
ties [11], IoT security [12], and mobile app vulnerabil-
ities [13]. While these datasets address domain-specific
needs, they do not cover emerging AI protocols like MCP.

2.2. MCP Security and Vulnerability Analysis

Beyond traditional software vulnerabilities, MCP intro-
duces attack vectors tied to its role as an LLM interac-
tion layer. Indirect Prompt Injection (IPI) and Tool Poi-
soning [14] exploit the LLM’s processing of external tool
outputs: if a tool retrieves malicious content, the model
may interpret hidden instructions as legitimate goals, lead-
ing to data leakage or privilege escalation. Maloyan and
Namiot [15] identified Structural Template Injection, where
attackers inject control tokens into retrieved context to cause
role confusion and trick the agent into executing unautho-
rized commands. These attack classes are distinct from the
software-level CVEs we study, but they share a common
root: insufficient validation of data flowing through MCP’s
tool interfaces.

Initial security assessments of the MCP ecosystem have
highlighted significant risks in model-tool interactions. Ra-
dosevich and Halloran performed a safety audit demonstrat-
ing that leading models such as Claude 3.7 and Llama

3.3 can be coerced into executing malicious code, facil-
itating remote access, and exfiltrating credentials through
standard MCP servers [16]. Wang et al. [17] introduced
MCPGuard, an automated system that identified recurring
vulnerability patterns across MCP servers, including path
traversal and unauthenticated remote code execution. This
work also documented critical CVEs such as CVE-2025-
49596 in the official MCP Inspector tool. These efforts focus
on individual vulnerabilities or specific attack scenarios; our
work complements them by providing a systematic, dataset-
driven view of the MCP vulnerability landscape.

3. MCP Vulnerability Dataset Construction

3.1. Data Collection

We collected MCP vulnerabilities from the CVE
database [18], searching for records matching the keyword
"MCP" or "Model Context Protocol" disclosed between
January 2025 and February 2026. This returned 119 initial
records. After removing duplicates and entries marked as
RESERVED or REJECTED, we obtained 108 valid records
for further processing.

The main challenge in constructing this dataset is
acronym ambiguity. The term "MCP" appears across un-
related domains, semiconductor packaging, Linux kernel
drivers, industrial control systems, and healthcare, producing
substantial noise in CVE search results. We applied a three-
stage filtering process to address this.

In the first stage, we reviewed each record to deter-
mine whether "MCP" refers to the Model Context Protocol.
Records were retained only if the description explicitly
mentioned MCP in an AI or LLM context, such as ref-
erences to MCP servers, clients, or agents. This excluded
72 records (66.7%), leaving 36. In the second stage, we
checked that each remaining record was associated with
a specific MCP component or implementation, such as
an MCP server, client, SDK, or MCP-integrated platform.
Records that mentioned MCP only in passing were excluded,
removing 8 more entries. In the third stage, we excluded
records with incomplete information or unconfirmed status,
removing 4 additional entries. The final dataset contains 24
validated MCP vulnerabilities, as shown in Table 3.

3.2. Validation and Availability

To assess filtering quality, we sampled 30 excluded
records and had two independent researchers review them.
Both agreed that all sampled exclusions were appropriate
(inter-rater agreement: 96.7%). We also cross-referenced our
dataset against Anthropic’s security advisories [19], vendor
reports from JFrog [20] and Trend Micro [21], and GitHub
Security Advisories for MCP repositories. This validation
does not claim that the dataset is exhaustive; rather, it
shows that the released snapshot is a reliable starting point
for studying publicly disclosed MCP vulnerabilities while
minimizing obvious false positives caused by acronym am-
biguity. The manuscript results reported in this paper use
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Fig. 1: Growth of MCP-related repositories on GitHub (2025 to 2026)

Fig. 2: Temporal Distribution of MCP Vulnerabilities in the
Released Snapshot

a frozen 24-record snapshot covering disclosures through
February 2026.

The released repository distinguishes between the raw
seed CSV, the normalized analysis CSV, the curated paper-
label file, and the optional enrichment output. Paper-facing
counts are generated from the normalized dataset plus the
annotation layer, and the resulting paper_stats.json file
is the authoritative machine-readable summary for the statis-
tics reported in Section 4. The current repository does not
claim a fully automated crawler; instead, it provides re-
producible validation, normalization, enrichment, and drift-
audit tooling around this frozen snapshot. For transparency,
§A lists the curated paper-label annotation layer used by the
analysis.

4. Multi-Dimensional Empirical Analysis

Based on our curated dataset of 24 validated MCP
vulnerabilities, this section presents an empirical analysis
across four key dimensions: severity distribution, vulner-
ability types, affected components, and temporal patterns.
We also analyze the root causes of MCP vulnerabilities and
their correlations.

To provide context for the dataset, Figure 1 shows the
growth of MCP-related repositories on GitHub from early

2025 to early 2026. The rapid increase in project count
reflects the fast-paced adoption of MCP across the developer
community, which in turn expands the attack surface and
motivates systematic vulnerability tracking.

4.1. Severity and Temporal Distribution

Among the 24 vulnerabilities, 14 are rated Critical
(58.3%), 7 High (29.2%), 2 Medium (8.3%), and 1 Low
(4.2%). The resulting 87.5% Critical/High rate is high rel-
ative to typical CVE distributions across all software [22],
although this comparison should be interpreted cautiously
given the small sample size and disclosure-driven nature of
our dataset. One plausible explanation is that MCP servers
often hold privileged access to file systems, databases, and
APIs, which can amplify the impact of implementation
flaws.

As shown in Figure 2, the released snapshot is tempo-
rally uneven. Fourteen records fall in January 2025 because
many source records only disclose the year, and our nor-
malization pipeline maps year-only dates to YYYY-01-01
while preserving a separate date-precision flag. Beyond that
normalization artifact, the next clear burst appears in January
2026 with 7 entries, following smaller increases in Septem-
ber 2025 (1) and December 2025 (2). The overall pattern still
suggests that vulnerability discovery in the MCP ecosystem
is in an early and rapidly changing stage, but month-level
conclusions should be interpreted cautiously because most
records do not yet provide exact publication dates.

4.2. Vulnerability Types and Affected Components

Table 1 shows the distribution of vulnerability types
across the 24 entries. Command injection (7), path traversal
(5), and remote code execution (4) together account for
66.7% of all cases. DNS rebinding (2), unauthorized access
(2), hardcoded credentials (1), ReDoS (1), XSS (1), and one
residual Other category make up the remainder.

In terms of affected components, 11 vulnerabilities
(45.8%) are in MCP servers, 8 (33.3%) in MCP clients,
and 5 (20.8%) in MCP SDKs. Looking at frequently
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TABLE 1: MCP Vulnerability Type Distribution

Vulnerability Type Count Primary CWE

Command Injection 7 CWE-77, CWE-78
Remote Code Execution 4 CWE-94
Path Traversal 5 CWE-22
Unauthorized Access 2 CWE-306, CWE-862
ReDoS 1 CWE-1333
XSS 1 CWE-79
DNS Rebinding 2 CWE-346
Hardcoded Credentials 1 CWE-798
Other 1 N/A

affected components, Anthropic’s mcp-server-git con-
tributes three Critical entries (CVE-2025-68143, CVE-2025-
68144, and CVE-2025-68145); Orval contributes two client-
side entries (CVE-2026-22785 and CVE-2026-23947); and
the MCP TypeScript SDK contributes two widely propa-
gated issues (CVE-2025-66414 and CVE-2026-0621).

Examining the relationship between vulnerability types
and affected components reveals a meaningful distinction.
The majority of server-side vulnerabilities are command in-
jection, RCE, and path traversal. These are classic software-
level flaws caused by insufficient input validation when
MCP servers pass client-supplied arguments to underlying
system calls or file operations. They are bugs in the MCP
implementation itself: the server accepts a parameter, fails to
sanitize it, and exposes the host system. mcp-server-git
is a clear example, where unsanitized git parameters lead
directly to command injection.

Client-side and SDK vulnerabilities, by contrast, tend
to involve unauthorized access, hardcoded credentials, DNS
rebinding, and XSS. These flaws arise not in how MCP
processes tool arguments, but in how AI clients authenticate
with MCP servers, how they handle server-returned content,
or how the integration layer is configured. For instance,
DNS rebinding in the TypeScript SDK (CVE-2025-66414)
allows a malicious web page to reach a locally running MCP
server by exploiting the HTTP transport layer, an issue that
manifests at the boundary between the AI application and
the MCP server, rather than within the server’s core logic.

This distinction echoes a point raised in the introduction:
prior security discussions around MCP have focused on
AI-level threats such as prompt injection and tool misuse,
while software-level flaws in MCP implementations have
received less attention. Our dataset shows that both di-
mensions are present in current public disclosures. Server-
side implementation bugs are more numerous and directly
exploitable without any LLM involvement. Client-side and
integration flaws, while fewer, represent the attack surface
that emerges specifically from deploying MCP within AI
application stacks.

4.3. Root Cause Analysis

The vulnerability type and component analysis in the
previous section points to three overlapping root-cause cat-
egories rather than mutually exclusive buckets. Appendix A

provides the per-CVE annotation layer underlying this anal-
ysis, including the vulnerability-type, component, and root-
cause labels for all 24 cases. The dominant root cause
is insufficient input validation. 18 out of 24 vulnerabili-
ties (75.0%) involve MCP implementations passing client-
supplied inputs directly to system-level operations, file-path
resolvers, code generators, or parsers without adequate san-
itization. This is not coincidental: MCP’s design encourages
servers and client tooling to expose powerful operations
as callable tools, which creates many opportunities for
untrusted inputs to reach sensitive sinks. CVE-2025-68144
and CVE-2026-22785 are representative examples in which
attacker-controlled parameters propagate into command ex-
ecution paths in mcp-server-git and Orval.

The second category is inadequate access control,
present in 4 vulnerabilities (16.7%). These cases include
insufficient authorization around command execution in
Flowise (CVE-2025-8943), hardcoded shared secrets in
Arcade MCP (CVE-2025-66454), deeplink-driven config-
uration tampering in Dive (CVE-2026-23523), and overly
permissive command execution in LibreChat (CVE-2026-
22252). Although fewer in number than the input-validation
cases, they show the same pattern of security being deferred
in favor of frictionless setup or local convenience.

The third category is protocol-level security gaps,
present in 3 vulnerabilities (12.5%) and sometimes overlap-
ping with the previous two categories. The initial MCP spec-
ification defined message formats and interaction patterns
for functional interoperability, but left several transport and
parser-hardening requirements unspecified. The two DNS
rebinding entries (CVE-2025-66414 and CVE-2025-9611)
and the UriTemplate ReDoS in the TypeScript SDK (CVE-
2026-0621) illustrate how these omissions propagate across
both SDKs and downstream applications.

In short, the root causes form a chain: specification gaps
appear to have left room for unsafe defaults, and those
defaults repeatedly manifested as input-validation failures,
access-control mistakes, or both in the current MCP disclo-
sure snapshot.

4.4. Summary

Taken together, the analysis paints a consistent picture
within the current dataset snapshot. MCP vulnerabilities
are predominantly severe, concentrated in input-validation
failures, and distributed across both server implementations
and client/SDK integrations. The current disclosure pattern
suggests that the ecosystem is still at an early security ma-
turity stage, but larger and longer-term datasets are needed
before drawing ecosystem-wide conclusions. At minimum,
the released snapshot indicates that improving MCP security
will require both implementation-level fixes and clearer
protocol-level guidance.

5. Representative Vulnerability Case Studies

We examine six representative high-severity vulnerabil-
ities selected to cover the two component classes and three
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TABLE 2: Summary of Representative Vulnerability Case Studies

CVE ID Component Type Root Cause Key Fix

CVE-2025-68144 Server Command Injection Unsanitized shell execution Use library APIs; allowlist validation
CVE-2025-68145 Server Path Traversal Incomplete path normalization Canonicalize then check containment
CVE-2026-22785 Client Command Injection Unescaped OpenAPI metadata Escape inputs; parameterized execution
CVE-2026-23523 Client Unauthorized Access Insufficient confirmation on deeplink

installs
Require explicit approval for server in-
stalls

CVE-2025-66414 SDK DNS Rebinding No rebinding protection in HTTP trans-
port

Enable DNS rebinding protection in
transport layer

CVE-2026-0621 SDK ReDoS Catastrophic backtracking in UriTem-
plate processing

Harden UriTemplate parsing for RFC
6570 patterns

root causes identified in Section 4. Table 2 provides an
overview. For each case, we describe the exploitation path,
the applied fix, and the broader takeaway.

5.1. Server-Side Cases

Case 1: Command Injection in mcp-server-git (CVE-
2025-68144) [23]. mcp-server-git is Anthropic’s official
MCP server for git operations. Prior to version 2025.12.17,
user-controlled arguments in tools such as git_diff and
git_checkout were passed directly to Git CLI commands
without sanitization. Because MCP clients supply tool ar-
guments as structured JSON that is then forwarded into
command execution paths, an attacker who controls a client,
or who can influence tool arguments through prompt in-
jection, can inject arbitrary shell behavior. As shown in
the following box, an example payload is to smuggle an
attacker-controlled flag value such as �output into the
downstream command invocation.

1 git_diff_args = ["--output=; curl
attacker.com/steal?d=$(cat /etc/passwd)"]

When the server executed the resulting Git command,
the injected payload ran with the privileges of the server
process, which typically has access to the developer’s local
file system and credentials. This vulnerability is rated Crit-
ical. Anthropic fixed it in version 2025.12.17 by sanitizing
the affected arguments and tightening how user-controlled
values are forwarded into Git execution paths. The key
lesson is that MCP servers frequently wrap system utilities
to expose them as tools; any such wrapper must avoid shell
interpolation entirely and prefer library APIs or subprocess
interfaces that do not invoke a shell.

Case 2: Path Traversal in mcp-server-git (CVE-2025-
68145) [24]. The same server also exposed repository-
scoped operations intended to remain inside a path sup-
plied via the �repository flag. Before version 2025.12.17,
the server did not correctly validate repo_path arguments
against that repository restriction. Standard traversal-style
inputs or alternate path encodings could therefore steer the
server toward unintended repositories or filesystem loca-
tions:

1 repo_path = "../another-repo/.git"

Because the repository-boundary check was incomplete,
an attacker could escape the intended repository sandbox
and operate on content outside the trusted path. The vul-
nerability was marked as Critical. Version 2025.12.17 fixed
this by validating repository paths against the configured
repository restriction before carrying out the underlying
operation. This case illustrates a common class of validation
bypass: access-control checks over filesystem inputs must
operate on the same normalized path representation that the
underlying tool will eventually use.

5.2. Client-Side Cases

Case 3: Command Injection in Orval (CVE-2026-
22785) [25]. Orval is a widely-used code generator that
can produce MCP client code from OpenAPI specifications.
Before version 7.18.0, its MCP server generation logic
relied on string manipulation that incorporated unsanitized
summary fields from the OpenAPI specification. A devel-
oper who pointed Orval at a malicious or compromised
specification could therefore trigger attacker-controlled code
execution during code generation:

1 summary: "endpoint\";
require(’child_process’).exec(’curl
attacker’); //"

By breaking the generated string literal, the attacker can
splice arbitrary code into the generation flow and compro-
mise the developer’s build environment. The attack surface
is particularly broad because OpenAPI specifications are
routinely fetched from third-party services, public registries,
or community repositories. Version 7.18.0 fixed this by san-
itizing the affected metadata field before it is incorporated
into generated output. This case is notable for two reasons:
first, the vulnerable code path is triggered by static data pro-
cessing rather than interactive runtime input, which makes
it easy to overlook in security reviews; second, it illustrates
a supply chain risk specific to the MCP ecosystem, where
client tooling processes external API definitions as part of
normal development workflow.
Case 4: Unauthorized Configuration Tampering in Dive
(CVE-2026-23523) [26]. Dive is a desktop MCP host
that manages connections to multiple MCP servers and
their associated permissions. Prior to version 0.13.0, crafted
deeplinks could install attacker-controlled MCP server con-
figurations without sufficient user confirmation. That meant
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a user could be lured into opening a malicious link which
then added a new MCP server, or replaced an existing one,
with too little friction for the security sensitivity of the
action. Because Dive acts as the trust broker between the AI
application and all connected MCP servers, compromising
the configuration layer effectively compromises every tool
the AI application can invoke. Version 0.13.0 fixed this
by adding stronger confirmation requirements before new
server configurations can be installed through deeplinks.
This case highlights that the security boundary in an MCP
deployment is not just the server or the AI model, but also
the client application that decides which servers become
trusted.

5.3. SDK Cases

Case 5: DNS Rebinding in MCP TypeScript SDK (CVE-
2025-66414) [27]. The MCP TypeScript SDK’s HTTP trans-
port layer originally shipped without DNS rebinding pro-
tection enabled. DNS rebinding exploits this by using an
attacker-controlled domain with a very short TTL. In the first
phase, the domain resolves to an attacker-approved external
IP, allowing an initial connection or trust decision to suc-
ceed. After the TTL expires, the attacker updates the DNS
record to point to an internal address such as 127.0.0.1
or a private network range. When the client reconnects or
reuses the hostname, it now reaches an unintended internal
service, effectively treating the MCP client as a proxy into
the local network. Any MCP server or local HTTP service
reachable from the client machine becomes accessible to
the attacker. The vulnerability was assigned a High severity
rating because MCP clients commonly run on developer
workstations alongside other local services. Version 1.24.0
mitigated this by enabling DNS rebinding protection in the
transport layer. Because the TypeScript SDK is a founda-
tional shared dependency used across many downstream
projects, the fix propagated broadly once adopters updated
their dependency.

Case 6: ReDoS in MCP TypeScript SDK (CVE-2026-
0621) [28]. Versions of the MCP TypeScript SDK up to
and including 1.25.1 contained a regular-expression denial-
of-service vulnerability in the UriTemplate class when
processing RFC 6570 exploded array patterns. The af-
fected pattern could trigger catastrophic backtracking in
backtracking-based regex engines. By supplying a carefully
crafted template input that repeatedly forces partial matches
to fail late, an attacker can drive the engine into extremely
expensive evaluation and exhaust CPU resources. In an MCP
deployment that expands URI templates while servicing
requests, this can stall the server long enough to constitute
a denial of service. The fix shipped in version 1.25.1 and
hardened UriTemplate processing for the affected RFC
6570 pattern. This case is a reminder that ReDoS is not
merely a theoretical concern: in protocol implementations
where structured strings are parsed from partially trusted
sources, parser complexity must be treated as part of the
attack surface.

5.4. Cross-Case Discussion

Across all six cases, several consistent patterns emerge
that align with the root cause analysis in Section 4.

First, server-side bugs (Cases 1 and 2) share the same
underlying structure: the server receives a parameter from
an MCP client, performs either no validation or a flawed
validation, and passes the value to a system-level operation.
In both cases the fix required correcting the validation logic,
either moving it to the right stage (after normalization) or
eliminating shell interpolation entirely. These are classic
software implementation flaws that appear regardless of
MCP; what MCP adds is a standardized pathway for external
inputs to reach these operations from AI clients.

Second, client-side bugs (Cases 3 and 4) arise at the
integration boundary rather than inside the core MCP pro-
tocol logic. Case 3 is unusual in that the vulnerable path
is triggered by static data processing (code generation), not
runtime execution; Case 4 shows that the client application
itself can be a privileged attack target because it controls the
trust relationships between the AI model and all connected
servers. Both cases illustrate that securing an MCP deploy-
ment requires attention to the entire toolchain, not just the
server implementations.

Third, SDK-level bugs (Cases 5 and 6) have the widest
blast radius. A single vulnerability in the TypeScript SDK
propagates to every project that depends on it, and the
affected projects may never have written the vulnerable code
themselves. This creates an asymmetric incentive: effort
spent fixing security issues at the SDK level yields broad
ecosystem benefits at low marginal cost, whereas leaving
such protections to individual applications means the same
vulnerability class will recur independently across many
projects.

Finally, none of the six vulnerabilities required novel
attack techniques. Command injection, path traversal, unau-
thorized configuration tampering, DNS rebinding, and Re-
DoS are all well-understood vulnerability classes with es-
tablished mitigations. Their presence in the MCP ecosystem
at this concentration, and in official and widely adopted
implementations, reflects the absence of security require-
ments in the MCP protocol specification rather than isolated
developer error. Addressing that gap at the protocol level is
the most scalable path to reducing the vulnerability density
observed in this dataset.

6. Defense Strategies and Dataset Sustainabil-
ity

The root cause analysis in Section 4 identified insuffi-
cient input validation as the dominant failure pattern, with
recurring access-control mistakes and protocol-level security
gaps as secondary contributors. This section translates those
findings into concrete defense recommendations, organized
by the layer at which each countermeasure applies. We then
describe the maintenance strategy for keeping the dataset
current.
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6.1. Defense Recommendations

Protocol specification hardening. The most scalable inter-
vention is to close the security gaps in the MCP specification
itself. Currently, the specification defines message formats
and interaction patterns but leaves input validation, authen-
tication, and transport protection largely unspecified. This
allows independent implementations to make inconsistent
security decisions, which is why the same vulnerability
classes recur across unrelated projects. Protocol maintain-
ers should add mandatory requirements for input valida-
tion (allowlist-based parameter schemas, maximum input
lengths, character set constraints), authentication (OAuth or
mTLS for networked transports, API token authentication
for local HTTP endpoints), and transport security (TLS for
network transports, DNS rebinding protection for HTTP
transports, per-session IP pinning). Secure defaults such
as deny-by-default tool permissions and mandatory audit
logging should be part of the baseline rather than optional
recommendations.
Secure implementation practices. For server developers,
the central rule is never to pass client-supplied inputs di-
rectly to system operations. Shell commands should be
replaced by library API calls that accept structured argu-
ments; file paths should be canonicalized before containment
checks are applied; SQL queries should use parameterized
interfaces; and regex patterns that validate structured proto-
col messages should be replaced by purpose-built parsers.
These practices directly address the command injection, path
traversal, and remote code execution patterns that together
account for 66.7% of the dataset. Servers should also run
under the least privilege required: non-root accounts, filesys-
tem access restricted to the working directory, and outbound
network access limited to what the tool actually needs.
Credentials must never be hardcoded; environment variables
or secrets managers should be used instead, as CVE-2025-
66454 illustrates the consequences when this rule is ignored.
Client and integration security. Client developers and
MCP application integrators face a different threat model.
The case studies in Section 5 show that client-side vul-
nerabilities tend to involve insufficient confirmation around
trust-establishing actions (CVE-2026-23523) and unescaped
external data processed during code generation (CVE-2026-
22785). Configuration changes triggered by deeplinks, im-
ports, or background discovery should require explicit user
approval, because those actions effectively decide which
MCP servers become trusted. External data such as Ope-
nAPI specifications, server-returned metadata, and tool de-
scriptions must be treated as untrusted and escaped or sani-
tized before use in commands or code generation pipelines.
Dependency management and patching. Several vulnera-
bilities in the dataset, including the two SDK cases, affect
shared dependencies that propagate to many downstream
projects. Operators should maintain an inventory of all MCP
components and their versions, with automated dependency
scanning in CI/CD pipelines to surface newly disclosed
CVEs. High-priority patches identified in this study include
mcp-server-git (≥ 2025.12.17), Orval (≥ 8.0.2 to cover

both Orval entries in our dataset), and the MCP TypeScript
SDK (≥ 1.25.1). Unused high-risk tools such as file deletion,
repository initialization, and arbitrary command execution
should be disabled rather than left exposed.
Runtime monitoring. Even well-implemented servers ben-
efit from runtime controls. MCP servers should log all tool
invocations with their full parameter values; these logs make
injection attempts visible and support post-incident foren-
sics. Anomaly detection rules keyed on shell metacharacters
in parameters, ../ sequences in path arguments, and un-
usually large input payloads can catch exploitation attempts
before they succeed. Servers handling sensitive operations
should run in containers or VMs to limit the blast radius of a
successful exploit. For HTTP-based transports, rate limiting
and Host header validation reduce the attack surface for both
DoS and DNS rebinding attacks.

6.2. Dataset Sustainability

A vulnerability dataset for a rapidly evolving ecosystem
requires an explicit maintenance strategy to remain useful.
The MCP ecosystem is still in an early security maturity
stage; disclosure rates are accelerating, as shown in Sec-
tion 4, so the current 24-entry dataset is a snapshot rather
than a complete picture.

The current repository does not implement a fully au-
tomated crawler. Instead, it provides reproducible tooling
for validation, normalization, enrichment, and manuscript-
drift auditing around the frozen February 2026 snapshot
used in this paper. New candidate CVEs are still identified
through periodic review of NVD, Anthropic’s official secu-
rity advisories, GitHub Security Advisories for MCP repos-
itories, and vendor reports such as JFrog and Trend Micro.
This workflow reduces the risk of missed disclosures while
keeping analyst judgment explicit when deciding whether a
record truly belongs in the MCP dataset.

Future dataset versions can add fields that are not
yet consistently available, such as precise affected version
ranges, links to patch commits, PoC exploit references
where publicly disclosed, and exploitation difficulty ratings.
The dataset is released in CSV and JSON formats under CC
BY 4.0 and hosted on GitHub with the filtering scripts and
documentation. We welcome community contributions: re-
ports of missing entries, corrections to existing records, and
improvements to the validation and enrichment workflow.

7. Discussion

7.1. Limitations

Our dataset covers CVE records disclosed through
February 2026 and is necessarily incomplete: vulnerabili-
ties discovered and fixed without public disclosure are not
captured, and new entries will emerge frequently as the
MCP ecosystem continues to grow. The 18-month temporal
window since MCP’s release (late 2024) is too short to
draw conclusions about long-term vulnerability lifecycle
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patterns or ecosystem maturation trends; those questions
require multi-year follow-up studies. In addition, 20 of the
24 records currently expose only year-level disclosure dates
in the released sources, so our temporal analysis should
be interpreted as a coarse trend view rather than a precise
month-by-month disclosure history.

The filtering process involves inherent subjectivity, par-
ticularly in the component association stage where deter-
mining whether a CVE targets an MCP-specific component
requires judgment calls that automated keyword matching
cannot fully replace. Despite a 96.7% inter-rater agreement
in our validation sample, some borderline cases may have
been classified inconsistently. We also did not independently
verify that disclosed patches fully remediate the reported
vulnerabilities or that no regressions were introduced; our
case study analysis relies on vendor-provided fix descrip-
tions.

The small size of the current dataset also constrains
what can be concluded from it. With only 24 validated
vulnerabilities drawn from public disclosures in a young
ecosystem, the dataset is better understood as an initial re-
search resource than as a mature benchmark for downstream
learning or detection tasks. Our empirical analysis therefore
aims to characterize an early snapshot of publicly visible
MCP security issues, not to claim a comprehensive picture
of all MCP vulnerabilities.

7.2. Future Work

Three directions stand out as promising follow-ons to
this work.

Automated vulnerability detection. The dataset provides
labeled examples of injection, path traversal, and access
control vulnerabilities in MCP server and client code. These
could be used to train static analysis models or fine-tune
code-understanding models to flag similar patterns proac-
tively, before vulnerabilities are disclosed. Data flow anal-
ysis of how MCP tool arguments propagate to system calls
would be a natural starting point, as this pattern underlies
the majority of cases in the dataset.

Cross-protocol comparison. MCP is one of several pro-
tocols that expose AI model capabilities to external tools,
alongside OpenAI Function Calling, LangChain tool inte-
gration, and Semantic Kernel. It is not yet known whether
the vulnerability distribution observed here, with heavy con-
centration in injection and access control driven by protocol
specification gaps, is specific to MCP’s design or a general
property of AI tool-use protocols. A comparative dataset
spanning multiple protocols would clarify which design
choices correlate with better security outcomes and whether
unified security requirements are feasible.

Protocol specification improvement. The root cause anal-
ysis points to a concrete, actionable research direction:
drafting and evaluating formal security requirements for the
MCP specification. This would involve proposing specific
normative language for input validation, authentication, and
transport security, assessing how existing implementations

TABLE 3: Details of 24 analyzed CVE vulnerabilities.

CVE ID Vulnerability Type Comp. IV AC PG

CVE-2026-23947 Remote Code Execution client Y N N
CVE-2026-23744 Remote Code Execution server Y N N
CVE-2026-23523 Unauthorized Access client N Y N
CVE-2026-22785 Command Injection client Y N N
CVE-2026-22688 Command Injection sdk Y N N
CVE-2026-22252 Command Injection client Y Y N
CVE-2026-0621 ReDoS sdk Y N Y
CVE-2025-9654 Command Injection server Y N N
CVE-2025-9611 DNS Rebinding server N N Y
CVE-2025-9262 Command Injection client Y N N
CVE-2025-8943 Unauthorized Access server N Y N
CVE-2025-69256 Command Injection sdk Y N N
CVE-2025-68433 Remote Code Execution client Y N N
CVE-2025-68205 Other server N N N
CVE-2025-68145 Path Traversal server Y N N
CVE-2025-68144 Command Injection server Y N N
CVE-2025-68143 Path Traversal server Y N N
CVE-2025-67366 Path Traversal server Y N N
CVE-2025-67364 Path Traversal server Y N N
CVE-2025-66689 Path Traversal server Y N N
CVE-2025-66580 XSS client Y N N
CVE-2025-66562 Remote Code Execution client Y N N
CVE-2025-66454 Hardcoded Credentials sdk N Y N
CVE-2025-66414 DNS Rebinding sdk N N Y

would need to change to comply, and measuring the impact
on vulnerability rates over time as the specification evolves.

8. Conclusion

We presented the first curated dataset of MCP vul-
nerabilities, constructed from 119 CVE records through a
three-stage filtering pipeline designed to handle the acronym
ambiguity that makes naive keyword searches unreliable
for this protocol. The released February 2026 snapshot
contains 24 validated MCP vulnerabilities and provides an
initial basis for studying software-security issues in the MCP
ecosystem. Our analysis shows that most currently disclosed
cases are Critical or High severity, that command injection,
path traversal, and remote code execution account for most
entries, and that server implementations, clients, and SDK
layers are all affected. The six case studies further illustrate
recurring exploitation patterns and connect them to practical
defenses. Rather than claiming a complete view of MCP
security, we release a reproducible, extensible dataset and
tooling stack that future work can build on for longitudinal
measurement, benchmarking, and defense evaluation.

Appendix A.
Reproducibility and Annotation Transparency

This appendix (Table 3) documents indexs of 24 CVEs
analyzed in this paper. Each record is associated with a
vulnerability-type label, a coarse component bucket, and
three non-exclusive root-cause flags, which are correspond-
ing to the analysis results in Section 4 and 5. The flags
indicate whether the case involves insufficient input valida-
tion (IV), inadequate access control (AC), or a protocol-level
security gap (PG).

The table mirrors the paper-facing annotation CSV used
by the analysis pipeline, allowing readers to inspect the
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coding decisions directly without consulting the released
repository.
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