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Replay Attack

The most powerful and practical attacks on ASRs is audio replay attack.
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Solution: Frequency feature detection (e.g., LPCC, MFCC, CQCC, MWPC).
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Motivation

Is it possible to compensate for the effects of replay process?

Replay voice can have the same frequency features with human voice.
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Effects of replay process can come from:

Recording device - negligible (ambient noise, microphone non-linearity)

A/D converter - negligible (sampling and quantization)

D/A converter - negligible (low-pass filter)

Playback device - significant (low-frequency response distortion)
Amplitude response is a highpass filter with a cut-off frequency near 500 Hz.

Method: design an inverse filter based on the loudspeaker amplitude response.
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1. Estimate Amplitude Response.
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2. Construct Inverse Filter.
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Amplitude responses of the inverse filter and the speaker can cancel each other.
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3. Apply Modulation Processor.

Modulated	Replay	Process
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Modulated Replay Attack

Modulated replay attack can bypass existing frequency-based defense.

Table 1: The accuracy of different defense methods on detecting direct replay attacks and modulated replay attacks.

Detection Method iPhone iPad Mi Phone Google Nexus BOSE Samsung TV

CQCC 95.95% / 4.50% 95.51% / 6.31% 92.18% / 8.11% 89.93% / 2.25% 91.90% / 7.21% 95.51% / 6.76%
MFCC 90.99% / 15.51% 93.24% / 18.92% 89.64% / 24.32% 89.19% / 27.03% 91.89% / 29.73% 90.99% / 27.71%
LPCC 89.19% / 8.11% 87.84% / 9.91% 90.09% / 15.32% 86.03% / 18.92% 87.84% / 11.71% 90.54% / 11.26%
MWPC 95.05% / 46.85% 92.79% / 36.04% 90.99% / 53.15% 95.05% / 43.24% 100.0% / 50.45% 86.93% / 58.56%

Sub-band Energy 89.61% / 5.41% 89.22% / 4.50% 89.70% / 6.31% 88.61% / 10.81% 84.11% / 0.00% 85.57% / 0.90%
HF-CQCC 90.91% / 25.23% 90.91% / 22.52% 90.91% / 24.32% 90.08% / 18.02% 93.94% / 38.74% 93.94% / 11.71%
FM-AM 92.86% / 7.21% 92.86% / 17.12% 89.29% / 4.5% 92.86% / 9.91% 92.86% / 35.14% 96.43% / 12.61%

Sub-bass 99.10% / 7.66% 99.10% / 4.50% 98.20% / 5.80% 98.65% / 4.95% 96.85% / 6.76% 97.30% / 5.40%
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DualGuard Defense

We propose a countermeasure DualGuard against the modulated replay attack.

Verified audio must pass two checks:

1 Time domain verification. (ringing artifacts patterns)

2 Frequency domain verification. (spectrum distortion patterns)

Key insight: It is inevitable for any replay attacks to either leave ringing artifacts
in the time domain or cause spectrum distortion in the frequency domain.
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DualGuard Defense
Time-domain Defense

Principle: Modulated replay audio will inevitably involve ringing artifacts.

The local extrema under different granularity.
3.5.3 Modulated Signal Reconstruction. After modifying the ampli-
tude spectrum to compensate for the energy loss in the following
playback phase, we need to reconstruct the signal in the frequency
domain. The modulated signal will have the compensated ampli-
tude spectrum and remain the original phase spectrum. Therefore,
the complex frequency spectrum will be reconstructed by the ampli-
tude 𝑌𝑚 (𝑘) and the phase angle 𝑋𝑝 (𝑘). That means the frequency
spectrum of the modulated signal should be 𝑌 (𝑘) = 𝑌𝑚 (𝑘) · 𝑒𝑖𝑋𝑝 (𝑘)
according to the exponential form of complex numbers. After re-
constructing the modulated signal in the frequency domain, the
complex frequency spectrum 𝑌 (𝑘) will be converted back into the
time domain by the inverse fast Fourier transform algorithm.

𝑦 (𝑛) = 1
𝑁

𝑁−1∑
𝑘=0

𝑌 (𝑘) · 𝑒𝑖2𝜋𝑘𝑛/𝑁 , 𝑛 = 0, 1, ..., 𝑁 − 1 (2)

To ensure that the length of the modulated audio is the same
as that of the original audio, the last (𝑁 − 𝐿) data points in 𝑦 (𝑛)
will be discarded. Hence, the total signal length of the modulated
audio would be 𝐿. Then, the final modulated audio will be saved as
a digital format to complete the replay attack.

4 COUNTERMEASURE: DUAL-DOMAIN
DETECTION

In this section, we propose a countermeasure called DualGuard against
the modulated replay attack. Due to the similarity of the amplitude
spectrum between the modulated replay signals and the genuine
signals, the defense will be conducted not only in the frequency
domain, but also in the time domain.

4.1 Defense Overview
In our scheme, our countermeasure contains two inseparable parts:
frequency-domain defense and time-domain defense. A voice com-
mand must pass both defenses in time and frequency domains
before it can be accepted by ASR systems.

The frequency-domain defense is proved to be effective against
classical replay attacks. Because of the frequency spectrum dis-
tortion caused by the replay process, we use the power spectrum
distribution (timbre) to distinguish the classical replay audio. The
area under the CDF curve (AUC) of the power spectrum distribution
is extracted as the key frequency-domain feature. We find that the
AUC value of the genuine audio is statistically larger than that of
the replay audio. By utilizing the frequency-domain defense, we
filter out the threat from the classical replay attacks.

The modulated replay audio has the same amplitude spectrum as
the genuine audio. Hence, we need to detect the modulated replay
audio in other domains. In the phase domain, there is no useful
information in the phase spectrum, which records the starting
points of each frequency component in the time axis. But in the time
domain, we discover and formally prove the following theorem.
Theorem. There are inevitably spurious oscillations (ringing arti-
facts) in the modulated replay audio. The amplitude of the ringing
artifacts is restricted by the signal amplitude spectrum and absolute
phase shifts.

The mathematical proof of the theorem is demonstrated in Ap-
pendix A. In the time domain, based on this theorem, there are
small ringing artifacts in the modulated replay signals. However,
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(b) Fine granularity (𝑟 = 1)

Figure 5: The local extrema under different granularity.

in the genuine audio and the classical replay audio, the waveform
is statistically smooth.

We define a new metric called local extrema ratio to quantita-
tively describe the strengths of the ringing artifacts. We utilize local
extrema ratios at different granularity as the key time-domain fea-
ture and filter out modulated replay attacks using an SVM classifier.

4.2 Time-domain Defense
Because of the difficulty in detecting the modulated replay audio
via frequency and phase features, we seek the defenses in the time
domain. By our observations and mathematical proof (see Appen-
dix A), we find there are small ringing artifacts in the time-domain
signals when performing the modulated replay attack. Although
these time-domain artifacts correspond to the high-frequency com-
ponents, the power of the artifact is too small to be detected in the
frequency domain because the maximum amplitude is constraint
by the Equation (11). In the frequency domain, the ringing artifacts
can be easily mistaken for the ambient noise. Hence, we propose
a time-domain defense method that utilizes the pattern of small
ringing artifacts in the modulated replay audio.

The ringing artifacts pattern is a robust feature that cannot be
further compensated by a higher-order filter. The ringing artifacts
are caused by the physical property, but not the modulated process
itself. When we modulate the recorded audio, there are no ringing
artifacts in the processed audio. The ringing artifacts only occur
after replaying the processed audio, thus becoming an inevitable
feature in the modulated replay audio. In order to describe the
ringing artifacts in the time-domain signals, we take local extreme
ratio as the metric. We firstly give a definition of local extrema.

Definition: In a signal segment 𝑦, if a sampling point 𝑦𝑖 is the
maximum value or the minimum value in the (2𝑟+1)-length window
[𝑦𝑖−𝑟 , 𝑦𝑖+𝑟 ], 𝑦𝑖 is a local extrema in the time-domain signal. Note
that if the index of the window element is out of bounds, we will
pad the window with the nearest effective element.

Local extrema ratio (LER) is defined as the ratio of the local
extrema amount to the total signal length. Given an input signal
segment, the local extrema ratio correlates with the window pa-
rameter 𝑟 . When the window size is small, the LER calculation is
in fine granularity that reflects the small ringing artifacts in the
time-domain signals. When the window size is large, LER shows the
overall change trend of the signals. The modulated replay signals
and the genuine signals have different patterns in local extrema
ratio with different granularity. We can detect the modulated replay
attack via identifying the LER patterns with different parameter
𝑟 ∈ [1, 𝑟𝑚𝑎𝑥 ]. Algorithm 1 shows the function of obtaining the local
extrema patterns and detecting the modulated replay audio.

Local extrema ratio (LER):
The ratio of the local extrema amount to the total signal length.
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Principle: Spectrum distortion will lead
to a different spectral power distribution.

Patterns: Cumulative density function
of spectral power distribution.

A(n) =
n∑

i=0

D(i)

=
n∑

i=0

K2(i)/

N−1∑
i=0

K2(i).

In Figure 5(a), under the coarse granularity (larger window size),
the number of local extrema does not differ much between modu-
lated replay audio and genuine audio. However, in Figure 5(b), the
situation would be different under the fine granularity (smaller win-
dow size). Due to the ringing artifacts, small spurious oscillations
occur in modulated replay audio. The number of local extrema in
modulated replay audio will be significantly larger than that in
genuine audio, which becomes a critical feature that helps us de-
tect the modulated replay attack. A Support Vector Machine (SVM)
classifier is trained to distinguish modulated replay audio by deter-
mining the local extrema pattern (LEP) with different granularity.
The time-domain attack detection is shown in Algorithm 2. The
audio will become the candidate audio for the frequency-domain
checking if it does not come from the modulated replay attack.

Algorithm 1 Frequency-Domain Replay Detection
Input: an audio signal 𝒚, FFT point numbers 𝑁,

decision threshold 𝐴𝑡ℎ
Output: whether there is a classical replay attack
1: /∗ 𝐶𝑎𝑙𝑐𝑢𝑙𝑎𝑡𝑒 𝑁𝑜𝑟𝑚𝑎𝑙𝑖𝑧𝑒𝑑 𝑆𝑖𝑔𝑛𝑎𝑙 𝑃𝑜𝑤𝑒𝑟 𝑆𝑝𝑒𝑐𝑡𝑟𝑢𝑚 ∗ /
2: 𝑲 ← 𝐹𝐹𝑇 (𝒚, 𝑁 )
3: 𝑝 ← ∑𝑁−1

𝑖=0 𝑲2
𝑖

4: for 𝑖 ← 0 to 𝑁 − 1 do
5: 𝑫𝑖 = 𝑲2

𝑖 /𝑝
6: /∗ 𝐶𝑎𝑙𝑐𝑢𝑙𝑎𝑡𝑒 𝑡ℎ𝑒 𝐶𝐷𝐹 𝑎𝑛𝑑 𝑖𝑡𝑠 𝐴𝑈𝐶 ∗ /
7: 𝑨0 = 𝑫0
8: for 𝑖 ← 1 to 𝑁 − 1 do
9: 𝑨𝑖 = 𝑨𝑖−1 + 𝑫𝑖

10: 𝐴𝑈𝐶 =
∑𝑁−1
𝑖=0 𝑨𝑖/𝑁

11: /∗ 𝐼𝑑𝑒𝑛𝑡𝑖 𝑓 𝑦 𝐶𝑙𝑎𝑠𝑠𝑖𝑐𝑎𝑙 𝑅𝑒𝑝𝑙𝑎𝑦 𝐴𝑡𝑡𝑎𝑐𝑘𝑠 𝑤𝑖𝑡ℎ 𝐴𝑈𝐶 ∗ /
12: if 𝐴𝑈𝐶 < 𝐴𝑡ℎ then
13: output 𝑟𝑒𝑝𝑙𝑎𝑦 𝑎𝑡𝑡𝑎𝑐𝑘𝑠
14: else
15: output 𝑔𝑒𝑛𝑢𝑖𝑛𝑒 𝑎𝑢𝑑𝑖𝑜

4.3 Frequency-domain Defense
The frequency-domain defense is used to counter the classic replay
attack. It is based on the noticeable different timbre of the voice
sounded from human and electronic speakers.

In the replay model, each component frequency in the genuine
audio is exactly the same as that in the replay audio, no matter
the fundamental frequency or the harmonics. For example, if the
fundamental frequency of the genuine audio is 500 Hz, the replay
audio will also have a fundamental frequency of 500 Hz. However,
even with the same component frequencies, the genuine human
voice and the replay voice sound different in our perception. The
main reason is the power distributions of the frequency components,
namely the timbre, are different.

For human, our voice is sounded from the phonatory organ. The
typical sound frequency for human is within the range from 85 Hz
to 4 kHz, where the low-frequency components are dominant. For
electronic speakers, there is an acoustic defect on the low-frequency
components due to the speaker structure, materials, and the limited
size. The power of the replay signals decays dramatically in the low-
frequency range, especially under 500 Hz. Meanwhile, the human

Algorithm 2 Time-Domain Modulated Replay Detection
Input: an audio signal 𝒚, the largest wnd parameter 𝑟𝑚𝑎𝑥

Output: whether there is a modulated replay attack
1: 𝑙 ← 𝑙𝑒𝑛𝑔𝑡ℎ(𝒚)
2: 𝑐𝑛𝑡 ← 0
3: 𝑳𝑬𝑷 ← [ ]
4: for 𝑟 ← 1 to 𝑟𝑚𝑎𝑥 do
5: /∗ 𝐶𝑎𝑙𝑐𝑢𝑙𝑎𝑡𝑒 𝐿𝑜𝑐𝑎𝑙 𝐸𝑥𝑡𝑟𝑒𝑚𝑎 𝑅𝑎𝑡𝑖𝑜 ∗ /
6: for 𝑖 ← 1 to (𝑙 − 2) do
7: 𝑙𝑜𝑤 ←𝑚𝑎𝑥 (𝑖 − 𝑟, 0)
8: ℎ𝑖𝑔ℎ ←𝑚𝑖𝑛(𝑖 + 𝑟, 𝑙 − 1)
9: 𝒘 ← [𝒚𝑙𝑜𝑤 , ...,𝒚ℎ𝑖𝑔ℎ]
10: if 𝒘𝑟 = Min(𝒘) or𝒘𝑟 = Max(𝒘) then
11: /∗ 𝐺𝑒𝑡 𝑎 𝐿𝑜𝑐𝑎𝑙 𝐸𝑥𝑡𝑟𝑒𝑚𝑒 𝑃𝑜𝑖𝑛𝑡 ∗ /
12: 𝑐𝑛𝑡 ← 𝑐𝑛𝑡 + 1
13: 𝑳𝑬𝑷𝑖 = 𝑐𝑛𝑡/(𝑙 − 2)
14: /∗ 𝐼𝑑𝑒𝑛𝑡𝑖 𝑓 𝑦 𝑀𝑜𝑑𝑢𝑙𝑎𝑡𝑒𝑑 𝑅𝑒𝑝𝑙𝑎𝑦 𝐴𝑡𝑡𝑎𝑐𝑘𝑠 𝑤𝑖𝑡ℎ 𝑳𝑬𝑷 ∗ /
15: if 𝑆𝑉𝑀_𝐶𝑙𝑎𝑠𝑠𝑖 𝑓 𝑖𝑒𝑟 (𝑳𝑬𝑷 ) = 1 then
16: output𝑚𝑜𝑑𝑢𝑙𝑎𝑡𝑒𝑑 𝑟𝑒𝑝𝑙𝑎𝑦 𝑎𝑡𝑡𝑎𝑐𝑘𝑠
17: else
18: output 𝑐𝑎𝑛𝑑𝑖𝑑𝑎𝑡𝑒 𝑎𝑢𝑑𝑖𝑜
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Figure 6: Cumulative density function of spectral power dis-
tribution for genuine and direct replay audios.

fundamental frequency range is 64-523 Hz for men, and 160-1200
Hz for women. Hence, the electronic speakers will attenuate the
power in the human fundamental frequency because of the speaker
properties. With respect to the power distribution, the power of
the genuine audio is mainly concentrated in the low-frequency
range, while the power of the replay audio is more distributed in
the speech frequency range. Our frequency-domain defense utilizes
these timbre features to defeat the classic replay attack.

Timbre is described by the power distribution of different fre-
quency components. It is necessary to define a mathematical de-
scription for the timbre. When an ASR system captures a voice
signal from the air with a sampling rate of 𝑓𝑠 , we firstly obtain
the amplitude spectrum of the signal through 𝑁 -point fast Fourier
transform. The signal amplitude spectrum is denoted as 𝐾 (𝑛), 𝑛 =
0, ..., 𝑁 − 1, with the frequency resolution Δ𝑓 = 𝑓𝑠/𝑁 . The fre-
quency value of the 𝑖-th component is 𝑖 · Δ𝑓 , while the ampli-
tude is 𝐾 (𝑖). Hence, the signal power spectrum is 𝐾2 (𝑛), and the
power spectral density (PSD) of frequency components is defined
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Evaluation

Construct dataset containing replay audio and modulated replay audio.

Implement DualGuard prototype in ReSpeaker core V2.

Test 6 playback devices (i.e., iPhone X, iPad Pro, Mi Phone 4, Google
Nexus 5, Bose Soundlink Micro, and Samsung UN65H6203 Smart TV).
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Time-domain Defense
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DualGuard Performance

Table 1: The accuracy of different defense methods on detecting direct replay attacks and modulated replay attacks.

Detection Method iPhone iPad Mi Phone Google Nexus BOSE Samsung TV

CQCC 95.95% / 4.50% 95.51% / 6.31% 92.18% / 8.11% 89.93% / 2.25% 91.90% / 7.21% 95.51% / 6.76%
MFCC 90.99% / 15.51% 93.24% / 18.92% 89.64% / 24.32% 89.19% / 27.03% 91.89% / 29.73% 90.99% / 27.71%
LPCC 89.19% / 8.11% 87.84% / 9.91% 90.09% / 15.32% 86.03% / 18.92% 87.84% / 11.71% 90.54% / 11.26%
MWPC 95.05% / 46.85% 92.79% / 36.04% 90.99% / 53.15% 95.05% / 43.24% 100.0% / 50.45% 86.93% / 58.56%

Sub-band Energy 89.61% / 5.41% 89.22% / 4.50% 89.70% / 6.31% 88.61% / 10.81% 84.11% / 0.00% 85.57% / 0.90%
HF-CQCC 90.91% / 25.23% 90.91% / 22.52% 90.91% / 24.32% 90.08% / 18.02% 93.94% / 38.74% 93.94% / 11.71%
FM-AM 92.86% / 7.21% 92.86% / 17.12% 89.29% / 4.5% 92.86% / 9.91% 92.86% / 35.14% 96.43% / 12.61%

Sub-bass 99.10% / 7.66% 99.10% / 4.50% 98.20% / 5.80% 98.65% / 4.95% 96.85% / 6.76% 97.30% / 5.40%

DualGuard 91.00% / 98.88% 90.54% / 98.32% 89.19% / 97.75% 90.45% / 98.22% 90.10% / 97.79% 89.64% / 99.65%
† The parameters of the different detection methods are listed in Appendix B.
★ The first number is on direct replay attack and the second number is on modulated replay attack.

Table 2: The accuracy of DualGuard on detecting direct
replay attacks and modulated replay attacks.

Playback Device Direct Replay Modulated Replay

iPhone 91.00% 98.88%
iPad 90.54% 98.32%

Mi Phone 89.19% 97.75%
Google Nexus 90.45% 98.22%

BOSE 90.10% 97.79%
Samsung TV 89.64% 99.65%

small, which is consistent with the distributed spectrum of replay
audios. As shown in Figure 10, the best decision threshold is 0.817
since it can minimize the classification errors between genuine
audios and replay audios. Table 1 shows the detection accuracy
of DualGuard on direct replay attacks using Algorithm 3 with a
decision threshold of 0.817. The accuracy with different speakers
always exceeds 89%. We also calculate the false positive rate of our
method in detecting direct replay attacks. It always maintains less
than 5% false positive rate. Moreover, we conduct experiments with
the ASVspoof 2017 and 2019 datasets to show that DualGuard can
effectively detect classic replay attacks. Our experimental results
show that DualGuard can achieve 87.13% and 83.80% accuracy in
these two datasets, respectively.
Moreover, we train another model only with frequency features

from a mix of genuine audios, direct replay audios, and modulated
replay audios in order to demonstrate the necessity to detect all
replay attacks in two domains. Our experimental results show that
the accuracy can only reach 63.36%. It is due to the great spectral
similarity of genuine audios and modulated replay audios in the fre-
quency domain. Therefore, the dual-domain detection is necessary
to accurately detect both two types of replay attacks.
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Figure 10: The AUC distribution of genuine audios and re-
play audios with the classification decision threshold.

5.4 Robustness of Dual-Domain Detection
We conduct experiments to show the robustness of our dual-domain
detection under different sampling rates, different recording devices,
different speaker devices, and different noisy environments.
Impact from Genuine Audio Sampling Rate.We evaluate the
impact of the sampling rate for recording the initial human voice
by attackers. We first use TASCAM DR-40 digital recorder with
fs = 96 kHz to capture initial human voice. We also use iPhone
X with fs = 48 kHz to capture human voice. For both sampling
rates, the average detection accuracy of DualGuard on modulated
replay attack is 98.05%. That is because the sampling rate used by
attackers only changes the spectral resolution in the modulation
process. However, the waveform of modulated replay audios will
not be changed since D/A converter will convert modulated signals
into analog form before the replay process.
Impact from ASR Sampling Rate.We conduct experiments on
different recording devices with different sampling rates. In our
experiments, there are three settings of sampling rates for our
recording devices: (S1) TASCAM DR-40 with 96 kHz, (S2) TASCAM
DR-40 with 48 kHz, and (S3) a mobile phone (Xiaomi 4) with 44.1
kHz. Figure 11(a) shows the experimental results. We can see the
detection accuracy usually increases with the increase of sampling
rates. We find that although changing the sampling rate has little

Overhead
Processing time: 5.5 ms for 32 ms-length signal.

CPU usage†: 24.2%.

Memory usage: 12.05 MB.

† Tested with C++ language in ReSpeaker Core v2 with quad-core ARM Cortex-A7 of 1.5GHz and 1GB RAM on-board.
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Genuine audio sampling rate has no impact on DualGuard performance.

Different recording devices have no impact on DualGuard performance.

Noise conditions have limited impact on DualGuard performance.

Higher ASR sampling rate can increase the detection accuracy.
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1 We propose a new modulated replay attack against ASR systems, utilizing
a software-based inverse filter to compensate for frequency distortion.

2 We design a novel defense system DualGuard to detect all replay attacks
including the modulated replay attacks by two-domain verification.

3 We implement a prototype of DualGuard on a popular voice platform and
demonstrate its effectiveness and efficiency with different factors.
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Thank you!

Author:
Shu Wang, Jiahao Cao, Xu He, Kun Sun, Qi Li

Questions?
My Email: swang47@gmu.edu
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