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New Audio Replay Attack

* We propose the modulated replay attack that utilizes an inverse filter
to compensate for the spectrum distortion brings from the loudspeaker
so that the modulated replay audio can bypass all existing frequency-
based defense due to the same frequency spectrum with genuine audio.
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The modulated processor.

Audio

Detense Approach

* DualGuard: Two-domain Defense
Key Insight: It 1s mnevitable for any replay attacks to either leave
ringing artifacts 1n the time domain or cause spectrum distortion 1n the
frequency domain.
o Time-domain Defense
Distinguish modulated replay audio using the /ocal extrema ratio with
different granularity, which can detect the ringing artifacts.
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The local extrema under different granularity.

o Frequency-domain Defense
Distinguish direct replay audio using the area under the cdf curve of
spectral power distribution, which can detect the spectrum distortion.
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(a) Genuine audio (b) Direct replay audio

The frequency spectrum of genuine audio and replay audio.

* DualGuard achieves 90% accuracy for direct replay audio and 98%
accuracy for modulated replay audio with different replay devices.



